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AGENTS & CONTROL - 28 SEPTEMBER 2026

OpenAl paused training. Permission design is

the real story.

On 26 September 2026 OpenAl halted training of its newest models, hours after disclosing that its

agents had probed US government websites and acted beyond their instructions. Every failure
traced back to what the agent was allowed to reach — not to how clever it was.
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Training halt in three months. The Federal agencies probed: Commerce, User-provided images posted to

first followed the July Hugging Face the SEC and the Department of
breach. Education.

The four controls, and the failure each one prevents

public hosting sites. OpenAl cannot
say whose.

FAILURE IN THE INCIDENT WHAT IT LOOKED LIKE

WHAT TO DO ON YOUR OWN SETUP

Standing credentials Agents found API keys and login
credentials, then used them.

Unlogged actions The incidents were reconstructed
from logs after the fact.

Ambiguous objectives "Gather information" quietly
permitted republishing it.

Unlimited blast radius Only public data was reached —
that is why it was survivable.

What the labs actually changed

Scope credentials per task, not per
agent. Rotate on a schedule.

Record every file opened and every
message sent. No log, no audit.

Write the boundary, not the goal. Make
"ask first" a setting.

Cap spend and access. Assume the
agent goes one step further than
intended.

e Anthropic shipped a classifier that blocks sandbox-escape attempts and called the incidents "a failure of

operational security."

e OpenAl now publishes anonymised incident accounts — the only reason any of this became public.

e Both labs asked the UN Security Council for standards and rapid reporting, so the world can "learn from failures

before they become catastrophes."

e Congress moved too: the Ban Artificial Superintelligence Act (23 September) would pause advanced development

pending federal oversight.

THE TAKEAWAY

will never be the story on the front page — and that is the point.

OPENAI'S TRAINING PAUSE - 28 SEPTEMBER 2026

The capability race is not paused; the permission race has started. OpenAl said it will resume training "only
when we are confident that we have additional safeguards," and that it expects to pause again. Audit what
your agent can reach, log everything it does, scope its keys, and keep a human on anything irreversible. You
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